
B:  Requirements for written informed consent and HIPAA authorization

C.S. B1:  Patient Data from Secondary 
Databases, Electronic Medical 
Records, and Questionnaires (N=8000)

Overview
This study abstracts data from VA elec-

tronic medical records and secondary data bases, 
including VISTA and other patient databases, 
and includes the collection of information on 
diagnoses, service utilization, and vaccination 
history as part of a project to assess and improve 
flu vaccination rates among spinal cord injury 
patients in the VA population.  Patients will be 
sent letters reminding them to ask their physi-
cians about annual flu vaccinations.  A portion of 
these patients will also receive a follow-up survey.

Subjects & Sample Size
Subjects are 8000 VA patients with spinal 

cord injuries.  25% are to be followed up by 
mailed survey.

Data Collection
Electronic medical records are abstracted 

for data on diagnoses and vaccination history.  
VISTA and other patient databases (i.e., Phar-
macy Benefits Management, Austin databases) 
are reviewed for data on service utilization.

The follow-up survey covers atti-
tudes and knowledge regarding flu vac-
cination, and experiences with primary 
care physicians around vaccination issues.

Subjects are assigned unique identifi-
ers, and cross-walk files (files linking patient 
names/SSNs with study i.d. numbers) are 
stored separately and secured (via locked cabi-
net for hard copies and password protected 
files for electronic materials).  Data for analy-
sis does not include identifiers.  Linkages will 
be destroyed after conclusion of the study.

Questions:
1. Is a waiver of informed consent or 

written informed consent appropriate for the 
first part of the study, involving secondary 
analyses of data for 8000 patients?  [Link]

2. Is a waiver of HIPAA authorization 
appropriate for the first part of the study, in-
volving secondary analyses of data for 8000 
patients?  [Link]

3. Is a waiver of informed consent or 
written informed consent appropriate for the 
second part of the study, involving the distri-
bution of surveys to 2000 patients?  [Link]

4. Is a waiver of HIPAA authorization 
appropriate for the second part of the study, 
involving the distribution of surveys to 2000 
patients?  [Link]  
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B:  Requirements for written informed consent and HIPAA authorization

C.S. B1 [From OHRP Web site:  www.hhs.gov/ohrp/humansubjects/guidance/decisioncharts.htm]

Chart 10:  Can informed consent be waived or consent elements be altered under 45 CFR 46.116(c) or (d)?

1.  Is a waiver of informed consent or written informed consent appropriate for the first
part of the study, involving secondary analyses of data for 8000 patients?

Waiver of informed consent2 or alteration of consent elements is allowed if IRB
documents these findings and approves waiver or alteration.

Will the research involve greater than minimal risk1, as defined in Section 46.102(i)?  [45 CFR 46.116(d)(1)]

Will waiving or altering informed consent adversely affect the subjects’ rights and welfare?  [45 CFR 46.116(d)(2)]

Will pertinent information be provided to subjects later, if appropriate?  [45 CFR 46.116(d)(4)]

Is it practicable to conduct the research without the waiver or alteration?  [45 CFR 46.116(d)(3)]

YES (Assume that information will be provided as appropriate.)

NO (for the sample of 8000)

NO

NO (Confidentiality will be maintained.)
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Panel Discussion
Note
1Definition: “Minimal risk means thatthe probability and magnitude of harm ordiscomfort anticipated in the research are not greater in and of themselves than those ordinarily encountered in daily life or during the performance of routine physical or psychological examinations or tests” (CFR 46.102(1)).Discussion: Panel members consideredthis study to be minimal risk. The risk to the patient of participating in this study is potential loss of confidentiality. The probability and magnitude of harm from loss of confidentiality, given the safeguards described, are no greater than that which is encountered in daily life—e.g., the probability of loss of confidentiality of non-research-related health data collected and maintained within VA medical centers and clinics, or by non-VA healthcare providers. The small probability of loss of confidentiality is based on the assumption that the safeguards for maintaining data confidentiality by the investigators are sufficient and are as good as those used elsewhere in the health care facility for ensuring the confidentiality of health-related data. Therefore, sufficient information must be provided by investigators to the IRB committee for them to determine that the procedures for maintaining data confidentiality are acceptable.Several panel members emphasized thatthe magnitude of harm from loss of confidentiality must be carefully considered. Could a breach in confidentiality result in loss of a job? Loss of insurance? If so, then this research could be considered greater than minimal risk.

Panel Discussion
Note
2Discussion: Panel members feltthat waiver of informed consent is appropriate, given that the study poses no more than minimal risk, and it would not bepracticable to contact the 8000 subjects.



B:   Requirements for written informed consent and HIPAA authorization

Notes for C.S. B1:  Q1
1Definition:  “Minimal risk means that 

the probability and magnitude of harm or 
discomfort anticipated in the research are not 
greater in and of themselves than those ordi-
narily encountered in daily life or during the 
performance of routine physical or psychologi-
cal examinations or tests” (CFR 46.102(1)).

Discussion:  Panel members considered 
this study to be minimal risk.  The risk to the 
patient of participating in this study is poten-
tial loss of confidentiality.  The probability 
and magnitude of harm from loss of confiden-
tiality, given the safeguards described, are no 
greater than that which is encountered in daily 
life—e.g., the probability of loss of confidential-
ity of non-research-related health data collected 
and maintained within VA medical centers and 
clinics, or by non-VA healthcare providers.  The 
small probability of loss of confidentiality is 
based on the assumption that the safeguards for 

maintaining data confidentiality by the inves-
tigators are sufficient and are as good as those 
used elsewhere in the health care facility for 
ensuring the confidentiality of health-related 
data.  Therefore, sufficient information must be 
provided by investigators to the IRB committee 
for them to determine that the procedures for 
maintaining data confidentiality are acceptable.

Several panel members emphasized that 
the magnitude of harm from loss of confidential-
ity must be carefully considered.  Could a breach 
in confidentiality result in loss of a job?  Loss 
of insurance?  If so, then this research could be 
considered greater than minimal risk.    

2Discussion:  Panel members felt 
that waiver of informed consent is appro-
priate, given that the study poses no more 
than minimal risk, and it would not be 
practicable to contact the 8000 subjects.  

    

C.S. B1:  Patient Data from Secondary Databases, Electronic Medical Records, and Questionnaires | http://vaww.va.gov/hsrdcomputersupport/IRB/index.htm 3



B:   Requirements for written informed consent and HIPAA authorization

Notes for C.S. B1:  Q2
2.  Is a waiver of HIPAA authorization ap-

propriate for the first part of the study, involving 
secondary analyses of data for 8000 patients?

Yes, the study meets all of the following 
HIPAA waiver criteria:

(1) The use or disclosure of protected 
health information involves no more than mini-
mal risk to the privacy of individuals based on at 
least the presence of:

 • an adequate plan presented to the 
IRB to protect PHI identifiers from improper 
use and disclosure;*

 • an adequate plan to destroy those 
identifiers at the earliest opportunity consistent 
with the research, unless there is a health or re-
search justification for retaining the identifiers, or 
such retention is otherwise required by law;* and

 • adequate written assurances that the 
PHI will not be reused or disclosed to any other 
person or entity, except as required by law, for 
authorized oversight of the research project, or 
for other research for which the use or disclo-
sure of PHI is permitted by the Privacy Rule.*

(2) The research could not practicably be 
conducted without the alteration or waiver; and

(3) The research could not practicably be 
conducted without access to and use of the PHI.

*The investigator would need to provide an 
adequate plan/assurances in the proposal.
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B:  Requirements for written informed consent and HIPAA authorization

C.S. B1 [From OHRP Web site:  www.hhs.gov/ohrp/humansubjects/guidance/decisioncharts.htm]

Chart 10:  Can informed consent be waived or consent elements be altered under 45 CFR 46.116(c) or (d)?

3.  Is a waiver of informed consent or written informed consent appropriate
for the second part of the study, involving the distribution of surveys to 2000 patients?

No waiver of informed consent or alteration of consent elements is allowed.
Go to Chart 11.

Would the consent document be the only record linking the subject and the research3

and would the principal risk be potential harm resulting from a breach of confidentiality?  [45 CFR 46.117(c)(1)]

Does the research present no more than minimal risk4 and involve no procedures for
which written consent is normally required outside the research context5?  [45 CFR 46.117(c)(2)]

Will the research involve greater than minimal risk1, as defined in Section 46.102(i)?  [45 CFR 46.116(d)(1)]

Is it practicable2 to conduct the research without the waiver or alteration?  [45 CFR 46.116(d)(3)]

IRB may waive the requirement for a signed consent form for some or all subjects.6

IRB may require investigator to provide subjects with a written statement regarding the research.  [45 CFR 46.117(c)]

YES for the sample of 2000 who receive the questionnaire.

NO

Chart 11:  Can documentation of informed consent be waived under 45 CFR 46.117(c)?

NO (There is a cross-walk file linking the subject and the research.)

YES

AND
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Panel Discussion
Note
1Definition: “Minimal risk means that the probability and magnitude of harm or discomfort anticipated in the research are not greater in and of themselves than those ordinarily encountered in daily life or during the performance of routine physical or psychological examinations or tests” (CFR 46.102(1)). Discussion: Panel members considered this study to be minimal risk. The risk to the patient of participating in this study is potential loss of confidentiality. The probabilityand magnitude of harm from loss of confidentiality,given the safeguards described, are no greater than that which is encountered in daily life—e.g., the probability of loss of confidentiality of non-research-related health data collectedand maintained within VA medical centers and clinics, or by non-VA healthcare providers. The small probability of loss of confidentiality is based on the assumption that the safeguards for maintaining data confidentiality by the investigators are sufficient and are as good as those used elsewhere in the health care facility for ensuring the confidentiality of health-related data. Therefore, sufficient information must be provided by investigators to the IRB committee for them todetermine that the procedures for maintaining data confidentiality are acceptable. In addition, it is unlikely that a survey of immunization behavior would contain sensitive questions or that a breach in the confidentiality of these data could result in social, psychological, or economic harm to the subjects. The IRB would need to review the survey questions to ensure these criteria are met. Two panel members noted that if any of the questions in the survey asked for sensitive data, or if responding to the questions might cause psychological distress, then the study could no longer be considered minimal risk. One panel member strongly disagreed with this concern, arguing that people are exposed to highly sensitive questions during the performance of routine physical or psychological examinations or tests. It is very unlikely that the survey questions would be more sensitive.

Panel Discussion
Note
2Discussion: The majority of the panel felt that it is practicable to conduct the research without the waiver or alteration. The potential participants can be informed of the study via a cover letter at the time they receive the questionnaire. However, one panel member suggested the possibility that it might not be practicable to conduct the research without the waiver, if the elements of informed consent in the cover letter were at all confusing or daunting for potential subjectsto read and understand. To the extent that this confusion might dissuade patients from participating,then this could jeopardize the representativenessof the study sample. The IRB should weigh the benefits of obtaining a representative sample against the minimal risks of the study.

Panel Discussion
Note
3Definition: There are identifiers in the study data set that can be linked to the subjects.

Panel Discussion
Note
4Definition: “Minimal risk means that the probability and magnitude of harm or discomfort anticipated in the research are not greater in and of themselves than those ordinarily encountered in daily life or during the performance of routine physical or psychological examinations or tests” (CFR 46.102(1)). Discussion: Panel members considered this study to be minimal risk. See discussion for note #1.

Panel Discussion
Note
5Discussion: The questionnaire asks patients about their attitudes and knowledge regarding flu vaccination, and experiences with primary care physicians around vaccination issues.  The majority of panel members felt that these are questions which may be asked of patients by providers outside the research context.

Panel Discussion
Note
6Discussion: The majority of the panel members felt that obtaining signed informed consent is not necessary. Informed consent can be obtained via a cover letter containing all of the elements required for informed consent. Subjects who complete and return the questionnaire are indicating their agreement to participate.What if the investigators were going to collect additional data from the patients’ medical records, for linking to the questionnaire data? The majority of panel members felt that if the data to be obtained from the medical record included PHI, then written consent should be obtained, because HIPAA authorization would be required and written informed consent could be obtained at the same time. If PHI were not being collected from the medical record, then written informed consent would not be necessary. The informed consent document for the survey (e.g., the cover letter) should mention which data from the medical record will be collected.However, two panel members felt that a waiver of HIPAA authorization could be granted in this case even if PHI were being collected, because it would not be practicable to conduct the research without a waiver of HIPAA authorization.  See discussion below for question #4.



B:  Requirements for written informed consent and HIPAA authorization

Notes for C.S. B1:  Q3
1Definition:  “Minimal risk means that 

the probability and magnitude of harm or 
discomfort anticipated in the research are not 
greater in and of themselves than those ordi-
narily encountered in daily life or during the 
performance of routine physical or psychologi-
cal examinations or tests” (CFR 46.102(1)).  

Discussion:  Panel members considered 
this study to be minimal risk.  The risk to the 
patient of participating in this study is poten-
tial loss of confidentiality.  The probability 
and magnitude of harm from loss of confiden-
tiality, given the safeguards described, are no 
greater than that which is encountered in daily 
life—e.g., the probability of loss of confidential-
ity of non-research-related health data collected 
and maintained within VA medical centers and 
clinics, or by non-VA healthcare providers.  The 
small probability of loss of confidentiality is 
based on the assumption that the safeguards for 
maintaining data confidentiality by the investi-
gators are sufficient and are as good as those used 
elsewhere in the health care facility for ensuring 
the confidentiality of health-related data.  There-
fore, sufficient information must be provided by 
investigators to the IRB committee for them to 
determine that the procedures for maintaining 
data confidentiality are acceptable.   In addition, 
it is unlikely that a survey of immunization be-
havior would contain sensitive questions or that 
a breach in the confidentiality of these data could 
result in social, psychological, or economic harm 
to the subjects.  The IRB would need to review the 
survey questions to ensure these criteria are met.  

Two panel members noted that if any of 
the questions in the survey asked for sensitive 
data, or if responding to the questions might 

cause psychological distress, then the study 
could no longer be considered minimal risk.  
One panel member strongly disagreed with 
this concern, arguing that people are exposed 
to highly sensitive questions during the per-
formance of routine physical or psychological 
examinations or tests.  It is very unlikely that 
the survey questions would be more sensitive.      

2Discussion:  The majority of the panel felt 
that it is practicable to conduct the research with-
out the waiver or alteration.  The potential par-
ticipants can be informed of the study via a cover 
letter at the time they receive the questionnaire.  
However, one panel member suggested the possi-
bility that it might not be practicable to conduct 
the research without the waiver, if the elements 
of informed consent in the cover letter were at 
all confusing or daunting for potential subjects 
to read and understand.  To the extent that this 
confusion might dissuade patients from partici-
pating, then this could jeopardize the represen-
tativeness of the study sample.  The IRB should 
weigh the benefits of obtaining a representative 
sample against the minimal risks of the study.

3Definition:  There are identifiers in the 
study data set that can be linked to the subjects. 

4Definition:  “Minimal risk means that 
the probability and magnitude of harm or 
discomfort anticipated in the research are not 
greater in and of themselves than those ordi-
narily encountered in daily life or during the 
performance of routine physical or psychologi-
cal examinations or tests” (CFR 46.102(1)).  

Discussion:  Panel members considered 
this study to be minimal risk.  See discussion for 
note #1.
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B:  Requirements for written informed consent and HIPAA authorization

Notes for C.S. B1:  Q3 (cont.)
5Discussion:  The questionnaire asks pa-

tients about their attitudes and knowledge re-
garding flu vaccination, and experiences with 
primary care physicians around vaccination is-
sues.  The majority of panel members felt that 
these are questions which may be asked of pa-
tients by providers outside the research context.  

6Discussion:  The majority of the panel 
members felt that obtaining signed informed 
consent is not necessary.  Informed consent can 
be obtained via a cover letter containing all of the 
elements required for informed consent.  Sub-
jects who complete and return the questionnaire 
are indicating their agreement to participate.

What if the investigators were going to col-
lect additional data from the patients’ medical 

records, for linking to the questionnaire data?  
The majority of panel members felt that if the 
data to be obtained from the medical record in-
cluded PHI, then written consent should be ob-
tained, because HIPAA authorization would be 
required and written informed consent could be 
obtained at the same time.  If PHI were not be-
ing collected from the medical record, then writ-
ten informed consent would not be necessary.  
The informed consent document for the survey 
(e.g., the cover letter) should mention which 
data from the medical record will be collected.  

However, two panel members felt that a 
waiver of HIPAA authorization could be grant-
ed in this case even if PHI were being collected, 
because it would not be practicable to conduct 
the research without a waiver of HIPAA autho-
rization.  See discussion below for question #4.     
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B:   Requirements for written informed consent and HIPAA authorization

Notes for C.S. B1:  Q4
4.  Is a waiver of HIPAA authorization 

appropriate for the second part of the study, 
involving the distribution of surveys to 2000 
patients?

The study involves the collection of PHI, 
because the questions about immunizations re-
late to the past, present, or future physical or 
mental health or condition of an individual, or 
the provision of health care to an individual.

The majority of panel members felt that 
the research could be practicably carried out 
without the waiver, because patients can get a 
copy of the authorization at the time they receive 
the questionnaire.  Therefore, HIPAA authoriza-
tion is required.  Some panel members felt that 
because HIPAA authorization is required, then 
the investigator might as well go ahead and get 
a signed consent form at the same time (even 
though it is not be required, per the panel’s re-
sponse to question #3 above).  A signed consent 
form (theoretically) provides added protection 
to the subject and the investigator. 

This is an example where the human sub-
jects protection regulations and HIPAA regula-
tions have different requirements.  Written au-
thorization is required for HIPAA, because there 
are PHI and the research could be practicably 
carried out without the waiver.  However, writ-
ten consent is not required, because the study 
is minimal risk.  In the case of the human sub-
jects regulations, the minimal risk nature of the 
study has greater weight in determining the need 
for written consent; in the case of the HIPAA 
regulations, the practicability issue has greater 
weight.  

Two panel members felt there was a pos-
sibility that the research could not be practicably 
carried out without the waiver—that there may 
be a number of respondents who would forget to 
sign and return the form with the survey (thus 
precluding use of the survey) or who would not 
sign the HIPAA authorization because of a lack 
of understanding.  These sorts of responses could 
significantly limit the number of usable surveys 
received, thereby jeopardizing the research.  As-
suming that appropriate precautions for protect-
ing the data were taken, then, a waiver of HIPAA 
authorization could be granted in this case.  
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